
2022 Military Writers’ Symposium 
Fellow Research Report

“The Weaponization of Echo Chambers”
Wesley Dewey



Introduction 

Echo chambers on social media and search engines are a byproduct of algorithms 

that seek to take advantage of human beings’ cognitive biases to manipulate users 

into engaging more frequently. An echo chamber is a space where a person only 

encounters opinions or perspectives that align with their own (Nguyen, 2019). While 

these algorithms were originally created as a marketing tactic, echo chambers have 

the potential to be used as a mass brainwash tool and to incite violence on a micro 

or macro scale. This is seen in recent history between events such as the 2020 US 

storming of the capital, the rise of ISIS, and the White Helmets, all of which will be 

broken down later in this research. Each of these incidents show echo chambers 

being used maliciously. The weaponization of echo chambers using artificial 

intelligence is a real threat facing different populations around the world today.



Understanding Heuristics and 
Cognitive Bias
Cognitive biases are illogical natural 
patterns of thought in response to 
certain stimuli that produce illogical 
findings. Heuristics are ‘practical’ 
approaches to thought that produce 
best guesses but are not guaranteed 
to be correct. Both of these concepts 
come into play when discussing 
echo chambers. Echo chambers play 
on these psychological faults that all 
people subconsciously carry.  

Types of heuristics/cognitive bias:

Confirmation bias - Confirmation 
bias is the brain’s tendency to 
gravitate towards information or 
data that supports predetermined 
ideas. The human brain must digest 
and understand a ton of information 
every day, and it uses shortcuts to 
be able to do this, more specifically 
about subjective information. 
Reoccurring information creates 
stereotypes that are stored in the 
subconscious mind to create ideas 
and beliefs. People relentlessly 
defend these beliefs and ideas when 
challenged, hence the presence of 

the bias. The reason people tend to 
defend their beliefs so aggressively 
is a debated topic, however the most 
accepted reason is that preservation 
of ideas was used as an evolutionary 
tool to keep early human tribes 
strong. It is believed that tribes that 
worked together and trusted each 
other dominated tribes of selfish 
people (Peters, 2022). This concept 
is seen in politics and entertainment 
alongside names that host a strong 
following, such as Joe Rogan, which 
are a major driving force of online 
echo chambers in the modern day. 

Confirmation bias is apparent on 
social media and in the news cycle. 
People tend to stick to new sources, 
blogs, and social media pages 
whose views align with their own. 
They use these platforms as a way 
of rationalizing their own ideas and 
beliefs and write off any sources 
that say otherwise. This can most 
notably be seen in the last couple 
US presidential elections through 
the eyes of any social media user. 
The rise of radical social platforms 
such as Gab only further illustrate 
this point. Online echo chambers are 

fueled by artificial intelligence that 
use user data to make suggestions. 
The algorithms track what types 
of websites and social media posts 
engage the user the most and then 
shuffle related things to the top of 
searches and feeds. Confirmation 
bias tends to be at the very center of 
echo chambers, but there are others 
that matter as well.

Anchoring - Anchoring bias is a 
cognitive bias in which the user 
holds to strongly to the first piece 
of information that they find on a 
subject. This bias is an early push 
to send someone into an echo 
chamber and makes people less 
likely to challenge information early 
into learning about it. For example, 
if you first saw posts and articles 
about the Syrian White Hats being a 
terrorist organization, you would be 
less inclined to believe they are truly 
a peaceful restoration organization. 

Overconfidence Bias - 
Overconfidence bias is when 
individuals place a higher 
confidence in their own abilities 
than they possess. People tend to 



overestimate themselves, and when 
they are exposed for this, they tend 
to press their claims only further. 

Bandwagon Bias - The bandwagon 
bias is another cornerstone of the 
echo chamber effect. The concept of 
the bandwagon bias is that people 
are more likely to believe what a 
large group of other people believe. 
The bandwagon bias is common 
with echo chambers on social 
media. People will bandwagon in 
comment sections and combine this 
with confirmation bias to further 
draw conclusions about whether the 
source is reputable or not.

Dunning-Kruger Effect - The 
Dunning-Kruger Effect is like the 
overconfidence bias. This is when 
people who have low skill in a 
subject or area overestimate their 
own ability. As the person learns 
more about the subject, the less 
they realize they know, but they do 
not know what they do not know. 
Occurring when people only get a 
baseline of information from one 
side, this is a symptom of echo 
chambers. They read that Donald 
Trump or Joe Biden is bad because 

of something they said on Twitter 
or because of a policy that is not 
really fleshed out and they suddenly 
become an expert on why Donald 
Trump or Joe Biden should not be 
in office. The Dunning-Kruger Effect 
isn’t as much a causation factor for 
echo chambers as much as it is a 
symptom, but still important to pay 
attention to.

Echo Chambers and 
Epistemic Bubbles
An echo chamber is a space where 
a person only encounters opinions 
or perspectives that align with their 
own (Nguyen, 2019). Opinions and 
perspectives often form because of 
artificial intelligence and marketing 
tactics used by media companies 
such as Google (Stahl, 2021). 
Epistemic bubbles are when the 
artificial intelligence used by search 
engines removes search results 
from appearing based on the source 
(Flaxman, 2016). They essentially 
omit information that may oppose 
the beliefs of the user. These echo 
chambers and epistemic bubbles 
are largely responsible for the “fake 
news” epidemic and have been the 
spark for events such as the Capital 

Riot which took place following the 
2020 Election (Romero, 2021). Echo 
chambers can be used on a macro 
scale or a micro scale and while 
they are largely used for increasing 
customer engagement (which leads 
to more income), they have a history 
of inciting real-world violence. 
(Funke, 2019). 

Violence and Real-World 
Scenarios

Capital Riots - On January 6th, 
insurrectionists stormed the US 
Capitol building after they were 
convinced by a disinformation 
campaign that the 2020 presidential 
election had been corrupted. Seven 
people died over the spread of 
this election misinformation. The 
beginning of the rumors and false 
information was traced back to the 
social platforms Gab and Parlor, 
but eventually spread throughout 
the web to platforms like Facebook 
and Twitter, completely polarizing 
people. This wave of fake news 
circulated online and was built 
up and made extreme by echo 
chambers. The manipulation of 
emotions and distrust on a massive 
scale led to one of the most prolific 



events in American political history, 
the storming of the Capitol. Gab and 
Parlor social platforms infamously 
host radical political views and 
both contribute to the spread of 
radicalism over the last few years 
(Romero, 2021).

Philippines Elections - President 
Rodrigo Duterte of the Philippines 
took advantage of echo chambers 
to mislead citizens into supporting 
his campaign and vilifying the 
other candidates. He coordinated a 
systematic use of paid “trolls” (online 
users who spread misinformation/
harass others for fun), bots (accounts 
on various platforms that are 
completely controlled by artificial 
intelligence which can be mass 
produced at the press of a button), 
networks of fake accounts and, lastly, 
contracted influencers all supporting 
and propagating his narratives that 
his political opponents were unfit for 
the job. This was a massive network 
of small echo chambers that created 
one massive one (Rhynard-Geil, 
2020).

White Helmets - The White 
Helmets are a community volunteer 
humanitarian group in Syria whose 

purpose is to help with the refugee 
crisis that plagues the country. In 
the mid-2010s, Russia created a 
misinformation campaign with the 
purpose of misleading citizens to 
view them as a terrorist organization. 
Russia decided to fight alongside 
the Syrian regime against rebel 
Syrian groups. The Syrian regime 
opposed the White Helmets despite 
the White Helmet’s stance for peace. 
Once Russia built this alliance with 
the Syrian Regime, the information 
warfare began. Russia accomplished 
this by taking advantage of echo 
chambers, creating a massive 
smear campaign both online and 
in traditional media and they 
took advantage of the artificial 
intelligence used by search engines 
and social platforms to create a 
massive echo chamber misleading 
millions of users to believing them. 
These methods have left a trail of 
distractions online opposing actual 
events to cover up war crimes as well 
as having eroded the White Helmets 
as an organization (Rhynard-Geil, 
2020).

ISIS - ISIS is one of the most famous 
and one of the most successful 
examples of echo chambers at 

work. The ISIS Media Jihad Digital 
propaganda was the path for a 
insurrectionist army with little 
training and few weapons to 
become one of the largest terrorist 
organizations ever. By taking 
advantage of echo chambers and 
social platforms in general, ISIS 
gained an upper hand in many 
gun fights. They were also able to 
recruit from all around the world 
purely with an online presence. 
They created an appearance as 
a religious military organization 
who wanted to create an Islamic 
State in Middle Eastern and 
African countries. They influenced 
terrorist attacks hundreds to 
thousands of miles away like this. 
ISIS targeted tech savvy younger 
individuals who sought a sense 
of belonging. They created a 
culture that worshipped its leaders, 
brain washed regular people 
into radicalization, and set the 
standard for echo chamber and 
misinformation-based warfare/
tactics (Rhynard-Geil, 2020).

Polarized Politics

A study performed by the 
Department of Environmental 
Sciences, Informatics and 



Statistics, Ca ’Foscari University 
of Venice was conducted to 
show the political polarity and its 
relation to the presence of echo 
chambers on Facebook, Reddit, 
Gab, and Twitter (Morales, 2021). 
The results showed that “users 
online tend to prefer information 
adhering to their worldviews, 
ignore dissenting information, 
and form polarized groups around 
shared narratives” (Morales, 2021, 
pg. 5). The Department also 
concluded that “when polarization 
is high, misinformation quickly 
proliferates” (Morales, 2021, pg. 5). 
This occurs because where there 
is higher polarization there is a 
greater presence of cognitive bias.
Facebook – Facebook was the 
most polar of the four studied 
social platforms. With a nearly 
even split between the population 
of conservative views and 
liberal views, there was also a 
very high amount of fake news 
and a greater presence of echo 
chambers. There was also a higher 
rate of “leaning,” or looking to 
other posts from random people 
as good sources of information. 
This cultivates separate groups 
with feeds compacted with 
Facebook recommended posts 
that echo their world views 
(Morales, 2021).

Twitter – Twitter was the second 
most polar of the four studied, and 
conclusions from these studies 
were like that of Facebook but to 
a lesser degree. What is interesting 
in this find is that out of the four 
social platforms studied, these are 
the only two that do not allow the 
user as much choice in what type 
of content is fed to them. They are 
also older platforms than Reddit 
and Gab, and that should be 
considered when thinking about 
the next two platforms (Morales, 
2021).

Gab – Gab is a platform like 
Reddit, for those who don’t 
know. In other words, it is more 
of a message board/forum than 
a social platform. The results 
of the study were that the 
entire platform seemed to act 
as one giant echo chamber for 
conservative opinions. There was 
misinformation spread throughout 
the platform but to a lesser extent 
than that of Facebook or Twitter. 
However, the app is used almost 
exclusively by users who would 
consider themselves conservative 
(Morales, 2021).

Reddit – Lastly, Reddit was the 
same situation as Gab but for 
people who would consider 
themselves liberal. While Reddit 
may be slightly less focused on 
politics, it is almost exclusively 
used by liberal-minded people 
and acts as an echo chamber, also 
containing lots of misinformation 
(Morales, 2021).

Newer platforms are becoming 
more and more politically 
isolated. It is as if people choose 
to segregate themselves from 
opposing opinions. This only 
allows echo chambers to be 
used easier. When the polarized 
audience is completely removed 
from each other by their own 
accord, this allows companies or 
individuals to reach their target 
audience much easier and with 
less push back. It is hard to 
conclude if platforms like Reddit 
and Gab push people one way 
or another,, but there is a shift 
happening in social platforms 
that is being ushered by echo 
chambers. 

Implications/Conclusion

As discussed, echo chambers are 
used on both a micro and on a 

macro scale to incite violence and 
manipulate people. However, they 
could be used for so much more. 
The danger in echo chambers is 
that they still let the user remain 
feeling liberated online all while 
they are pushed in one direction or 
another. They use cognitive biases 
to make people feel like they are 
still doing their own research and 
are thinking for themselves. By 
definition, echo chambers only 
continue to build upon stances 
already held by those who get 
swept into their whirlwind, but 
the amount of ease and potential 
for companies to use artificial 
intelligence to direct opinions is 
massive. It opens the doors for 
greater manipulation than ever 
seen before.

The danger is for countries that 
appear democratic. First world 
democratic countries such as the 
USA or Britain can control their 
people without their people ever 
knowing it. While this may sound 
like it falls under the blanket of 
conspiracy, there have been plenty 
of examples of this happening 
already. A great example is the 
Snowden case, where a former 
computer intelligence consultant 
named Edward Snowden leaked 
classified information to the 
public about numerous global 
surveillance programs that existed 
within democratic countries. This 
type of potential should be closely 
monitored by the public, the public 
who are highly unaware of the 
presence and the true power of echo 
chambers in the present day.
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